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Abstract
This paper provides a systematic review of how ChatGPT-like large language models (LLMs)
contribute to the testing and verification of autonomous intelligent systems (AIS). Building upon
recent advances in generative reasoning, this study integrates evidence from 120 peer-reviewed
works to examine four key domains: test scenario generation, vulnerability detection, formal
verification, and real-time monitoring. Comparative analysis across fuzz testing, symbolic
execution, and reinforcement learning highlights how LLMs improve automation, semantic
coverage, and adaptability while revealing limitations in benchmark completeness,
interpretability, and resource efficiency. The review introduces structured tables summarizing
representative datasets, domain-specific applications, and comparative insights between
traditional and LLM-based testing approaches. Key challenges-including benchmarking gaps,
explainability deficits, and ethical risks-are analyzed alongside emerging research directions
such as hybrid verification frameworks and data quality enhancement. This work aims to bridge
conceptual and practical gaps between AI safety engineering and large-model reasoning,
offering a reference roadmap for integrating LLMs into future AIS verification pipelines.
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1. Introduction

Autonomous intelligent systems (AIS) are AI-driven agents
capable of perceiving, reasoning, and acting autonomously
in dynamic environments, with increasing deployment in
domains such as mobility, healthcare, and defense [1–4]. By
integrating advanced sensors, machine learning algorithms,
and real-time data processing, AIS can tackle complex tasks
that exceed the limits of conventional rule-based systems.
However, their reliance on probabilistic decision-making and
interaction with unpredictable environments introduces signi-
ficant safety, reliability, and robustness challenges [5]. As AIS
become increasingly embedded in safety-critical contexts, the
demand for rigorous security testing and formal verification
frameworks is more pressing than ever.

Traditional methods-including white-box testing, black-
box testing, model checking, and formal verification-
have proven effective for identifying flaws in conventional
autonomous systems that operate under well-defined, determ-
inistic logic [6]. However, the applicability of these methods
becomes substantially limited when extended to AIS, which
typically operate in open and dynamic environments and
exhibit complex, non-deterministic behaviors driven by het-
erogeneous sensory inputs, data-driven learning components,
and uncertain decision-making processes [7–11]. Figure 1
shows the difference between rule-based autonomous systems
and AIS. While the former typically adopt deterministic logic
that supports formal verification, AIS systems rely heavily on
neural networks, introducing stochasticity and requiring more
adaptive and semantically aware testing methodologies.

By combining contextual understanding, reasoning, and
text generation, large language models (LLMs) enable a
range of AIS testing capabilities, including diverse scen-
ario generation, natural language-based behavior interpreta-
tion, automated code verification, and simulation of human-
like interactions [12–16]. In addition, many labor-intensive
verification tasks can be automated through LLMs, signific-
antly reducing the time and resources required for compre-
hensive testing. Recent surveys have explored the integration
of LLMs into autonomous driving, particularly emphasizing
human-like behaviors and decision-making processes [17].
Tian et al [18] categorize recent LLM and vision-language
model (VLM) applications into LLM-only, VLM-driven, and
hybrid designs, and outline key challenges in multimodal
alignment, interpretability, and safety, alongside directions for
improving robustness and real-world deployment. In contrast,
this review adopts a task-oriented perspective and focuses on
the use of ChatGPT-like LLMs for core testing and verifica-
tion tasks in AIS, covering conversational LLMs, agent-based
frameworks across fuzz testing, symbolic execution, formal-
method-assisted analysis, and benchmark design. The sur-
veyed literature was collected through structured searches on
major academic databases, including IEEE Xplore andWeb of
Science, using task-oriented keywords related to LLMs, test-
ing, and verification of AIS, with studies selected based on
their relevance to AIS testing and verification tasks rather than
application domains.

Specifically, this review aims to systematically examine the
application of ChatGPT-like LLMs in AIS testing and verific-
ation. The contributions are as follows:

• A comprehensive review of ChatGPT-like LLMs is provided
in the context of AIS testing and verification.

• Key use cases, such as test case generation, automated code
review, and real-time fault detection, are analyzed.

• Challenges and limitations in applying LLMs to real-world
AIS testing tasks are discussed.

• Future research directions are proposed to further enhance
the role of LLMs in AIS verification.

The structure of this review is shown in figure 2. Section 2
introduces the fundamental principles of LLMs and AIS.
Section 3 explores their applications in test generation, vulner-
ability detection, system verification, and adaptive monitor-
ing. Section 4 focuses on benchmarking and evaluation meth-
odologies. Section 5 presents domain-specific applications of
ChatGPT-like LLMs for AIS verification. Section 6 discusses
open challenges and potential future research directions, fol-
lowed by a conclusion in section 7.

2. Fundamental principles of ChatGPT-like LLMs
and AIS

This section presents the fundamental principles of AIS and
LLMs, focusing on the operational mechanisms and the cor-
responding testing and verification methods. For clarity and
consistency, the abbreviations used throughout this review are
listed in table 1.

2.1. Introduction to AIS

AIS are systems that make decisions and perform tasks
autonomously, relying on complex algorithms, sensor data,
and environmental perception [19]. Formally, AIS can be rep-
resented as a function f : S×A→ S, where S is the state space
and A is the action space. The system receives an initial state
s0 ∈ S and selects an action a0 ∈ A based on a policy π : S→ A,
resulting in a new state s1 = f(s0,a0). The process iterates as
the system navigates through the environment. Due to the
complexity and high-risk nature of AIS applications, testing
and verification remain challenging [20]. Traditional methods
such as simulation, formal verification, and rule-based ana-
lysis focus on ensuring that the policy π meets safety and per-
formance criteria, but often fall short in handling real-world
scenarios where the state space S is vast and includes unfore-
seen or rare conditions.

2.2. Development of LLMs

ChatGPT-like LLMs are built upon the Transformer archi-
tecture and trained on large-scale corpora to generate
coherent, context-aware text. The core of Transformers
is the self-attention mechanism, which models dependen-
cies among tokens in an input sequence X= x1,x2, . . . ,xn
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Figure 1. Comparison between traditional autonomous systems and AIS in terms of testing and verification approaches.

Figure 2. Structure of this review paper, covering seven major sections including Introduction, Principles, Applications, Benchmarking,
Challenges, Future Directions, and Conclusion.
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Table 1. Abbreviation glossary used in this review.

Abbreviation Full term

AIS Autonomous intelligent systems
LLM Large language model
ChatGPT Chat generative pre-trained transformer
VLM Vision-language model
CoT Chain-of-thought
RAG Retrieval-augmented generation
RLHF Reinforcement learning from human feedback
RL Reinforcement learning
MoE Mixture of experts
NLP Natural language processing
CPS Cyber-physical systems
IIoT Industrial internet of things
DT Digital twin
SITL Software-in-the-loop
HITL Hardware-in-the-loop
SR Success rate
FAR False alarm rate
FPS Frames per second
BT Behavior tree
SMC Satisfiability modulo convex
GNN Graph neural network
API Application programming interface
SRL Semantic role labeling
KG Knowledge graph
S2R Simulation-to-reality transfer
QoS Quality of service

and produces a corresponding output representation
Y= y1,y2, . . . ,ym. Through stacked self-attention and feed-
forward layers, the model learns to selectively emphasize
informative contextual cues, enabling effective long-range
semantic reasoning.

LLMs have demonstrated strong performance across major
NLP tasks such as text generation, translation, and question
answering [21]. They are typically trained by maximizing the
likelihood of predicting the next token given its preceding
context:

L(θ) =
T∑
t=1

logP(yt | y<t;θ) (1)

where θ denotes the model parameters and T is the sequence
length. In the context of AIS testing, LLMs have evolved rap-
idly across multiple domains, driven by advances in atten-
tion optimization, instruction tuning, reinforcement learning
from human feedback (RLHF), and retrieval-augmented gen-
eration (RAG). These continuous improvements have signi-
ficantly enhanced contextual understanding, reasoning trans-
parency, and adaptability in complex, high-stakes envir-
onments, including telecommunications, autonomous sys-
tems, and industrial monitoring. Representative ChatGPT-like
models-including GPT-4 [22], Gemini 2.0 [23], Claude 3 [24],
the DeepSeek family (e.g. DeepSeek-V2 [25], DeepSeek-
V3 [26], DeepSeek-VL2 [27]), the Grok series by xAI (e.g.
Grok-1.5 [28]), Mistral 7B/Mixtral 8× 22B [29], LLaMA
3 [30], and Qwen 2 [31, 32])-exhibit diverse parameter scales,

architectural optimizations, and alignment strategies, yet con-
sistently demonstrate progress in systematic reasoning, safety
alignment, and multimodal integration. The core character-
istics and technical distinctions among these representative
LLMs are summarized in table 2, which highlights the devel-
opment institutions, model scales, and key innovations in reas-
oning and safety alignment.

Despite continuing progress, reasoning accuracy and sta-
bility remain constrained by data quality, model size, and
architectural transparency, motivating ongoing exploration of
scalable verifiability frameworks. Comprehensive surveys and
empirical studies have analyzed these developments in depth,
including Zhou et al [33], who provided a systematic review
of LLM principles, architectures, and enabling techniques,
and Zhang et al [34], who examined reasoning performance
across arithmetic and logical benchmarks. Li et al [35] high-
lighted how LLMs, through in-context learning, fine-tuning,
and RAGmechanisms, enhance interpretability and diagnostic
performance in machine monitoring and fault diagnostics.
Multimodal and time-series LLM architectures can effect-
ively bridge language-driven reasoning with real-world oper-
ational data, offering promising directions for AIS testing and
verification.

2.3. Testing and verification of AIS

Testing and verification are critical to ensure that AIS per-
forms reliably and safely in diverse scenarios. Formal veri-
fication methods, such as model checking, help validate sys-
tem correctness [36]. Testing focuses on evaluating the per-
formance of the AIS under typical conditions, edge cases, and
potential failure modes. The process can be modeled as an
exploration of the state-action space S×A, where the system’s
response f(s,a) is evaluated for each state s ∈ S and action
a ∈ A to determine compliance with predefined criteria. The
coverage metric quantifies the extent of testing:

Coverage=
|{(s,a) ∈ S×A : tested(s,a)}|

|S×A|
(2)

where tested(s,a) indicates that the pair (s, a) has been
evaluated.

In many existing studies, LLMs are primarily used to sup-
port testing and verification activities, for example by assisting
with test scenario construction or interpretation of specifica-
tions, while the execution of formal verification is typically
carried out by deterministic symbolic methods.

Complementarily, verification aims to ensure that the sys-
tem behavior adheres to specified safety properties. Recent
studies emphasize the value of combining formal verification
with practical testing approaches. Ruospo et al [37] employed
line-based testing to validate the correctness of AIS interac-
tions, demonstrating its effectiveness in identifying protocol-
level inconsistencies. Ferrando et al [38] proposed integrating
static formal verification with run-time monitoring to detect
and manage assumption violations dynamically, bridging the
gap between theoretical soundness and real-world reliability.
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Table 2. Representative ChatGPT-like large language models and core characteristics.

Model Developer/institution
Release
year

Parameters
(Public/estimated) Key features/technical highlights References

GPT-4 OpenAI 2023 Estimated ∼1.8 T (MoE) RLHF and instruction-tuning;
strong reasoning and alignment.
Exact parameter count has not been
officially disclosed.

[22]

Gemini 2.0 Google DeepMind 2024 Not disclosed Unified multimodal reasoning,
extended context, agentic task
orchestration.

[23]

Claude 3 Anthropic 2024 Not disclosed Developed with Constitutional AI;
high safety alignment and
controllable behaviors.

[24]

DeepSeek family
(V2/V3/VL2)

DeepSeek AI 2024 236B (MoE, publicly
documented)

Efficient sparse expert routing;
strong code and multimodal
reasoning performance.

[25–27]

Grok Series (1.5) xAI 2024 Estimated ∼314B (MoE) Optimized for reasoning efficiency;
conversational alignment for fast
interactive inference. Official model
parameters have not been released
publicly.

[28]

Mistral 7B/Mixtral
8× 22B

Mistral AI 2024 7B/176B (MoE,
open-weight)

Sparse MoE architecture enabling
efficient scaling and competitive
open-weight performance.

[29]

LLaMA 3 Meta AI 2024 8B/70B (open-weight) Improved tokenizer, multilingual
support, extended context, strong
instruction following.

[30]

Qwen 2 (Coder/VL) Alibaba cloud 2024–2025 7B–72B (open-weight) RAG-enhanced training; strong
bilingual and domain-adaptive
multimodal reasoning.

[31, 32]

3. Application of ChatGPT-like LLMs in AIS testing
and verification

This section explores how LLMs support AIS testing through
scenario generation, vulnerability detection, code verification,
and real-time monitoring, enhancing the robustness, reliab-
ility, and adaptability of AIS in dynamic and unpredictable
environments.

3.1. Overview of LLM-driven AIS testing

The traditional AIS testing framework relies on deterministic
programs, including rule-based simulation, static code ana-
lysis, and predefined test suites [39]. In open-world environ-
ments with random behavior, multimodal inputs, and human-
machine interaction, these methods face difficulties in scalab-
ility and generalization. In contrast, ChatGPT-like LLMs
provide a generative and adaptive reasoning layer that under-
stands, analyzes, and interacts with complex system behaviors
[40]. By converting unstructured or multimodal data-logs,
sensor readings, and operator feedback-into structured test
representations, the verification process becomes more auto-
mated, semantically aware, and adaptive to diverse AIS
scenarios [41].

From a holistic perspective, LLMs can be viewed as intel-
ligent collaborative testers that work alongside traditional

verification components to expand test coverage, resolve
semantic ambiguity, and analyze anomalous behaviors. This
collaboration enables the generation of diverse testing scen-
arios, supports the identification of system vulnerabilities, and
facilitates continuous validation of both code and runtime
behaviors [42, 43]. Therefore, LLM-driven AIS testing has
evolved from a static, predefined workflow into a continuous
and context-aware feedback loop, establishing the conceptual
foundation of the LLM4Test paradigm and transforming the
testing process into an adaptive, knowledge-driven, and inter-
pretable verification cycle.

As shown in figure 3, the LLM4Test framework incorpor-
ates LLMs as intelligent collaborators within the AIS test-
ing loop. System data, specifications, and execution traces
are first abstracted into semantic representations, which allow
LLMs to participate in multiple stages of testing and veri-
fication. Within this framework, LLMs support the construc-
tion of realistic simulation and stress-testing scenarios, assist
in identifying system vulnerabilities through semantic reas-
oning over software and behavioral artifacts, contribute to
code verification and generation in conjunction with formal
analysis, and enable real-time monitoring and adaptation
through continuous feedback. The following sections fur-
ther elaborate on these roles and explain how LLMs contrib-
ute to different testing tasks across diverse AIS application
contexts.
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Figure 3. Overview of LLM4Test-AIS: Key areas where large language models contribute to autonomous intelligent systems testing,
including scenario generation, vulnerability detection, code verification, and real-time adaptation.

3.2. LLM-enhanced verification techniques

3.2.1. Test scenario generation. One of the key applications
of LLMs in AIS testing is the generation of diverse and com-
plex scenarios that capture extreme cases and edge conditions
beyond the reach of traditional methods [44, 45]. Let S rep-
resent the space of all possible scenarios and let P(S) denote
the probability distribution over this space. The goal is to gen-
erate a scenario s ∈ S such that it maximizes the coverage of
potential edge cases:

s∗ = argmax
s∈S

Coverage(s) (3)

where Coverage(s) is a function that measures how well the
generated scenario s explores the extreme conditions and edge
cases of the AIS.

3.2.2. System vulnerability detection. LLMs can signific-
antly enhance the detection of potential vulnerabilities in AIS
by simulating system behavior under various conditions. By
integrating the chain-of-thought (CoT) method, LLMs can
perform multi-step reasoning to understand complex system
relationships and identify potential risks [46]. Formally, con-
sider the following function: V : S×A→ 0,1, where V(s,a) =
1 indicates the presence of a vulnerability when the system is
in state s and takes action a. The objective is to identify states
and actions that maximize the likelihood of detecting vulner-
abilities. As shown in figure 4, this process leverages neural
network-based finite state abstraction combined with statist-
ical model checking (SMC) techniques to classify safe and
unsafe states and iteratively refine the verification process.

(s∗,a∗) = arg max
s∈S,a∈A

P(V(s,a) = 1) . (4)

3.2.3. Code verification and generation. In the context of
AIS development, LLMs can help developers verify code and
generate new code snippets [47–49]. Let C be the space of
all possible code segments, and let E(c) be an error detec-
tion function that maps a code segment c ∈ C to a binary res-
ult, where E(c) = 1 indicates the presence of a logical error
or vulnerability in the code. The LLM can predict E(c) by
learning a mapping from code to error likelihood, denoted as
Ê(c) = P(E(c) = 1 | c;θ), where θ represents the parameters
of the LLM. Besides, LLMs can generate new code snippets
c′ based on the current code context and target specifications,
defined by c ′ = argmaxc∈CP(c | context;θ).

3.2.4. Real-time monitoring and adaptation. LLMs can be
effectively integrated into real-time AIS monitoring systems,
providing dynamic feedback and adaptive strategies crucial for
navigating changing environments. By optimizing the mon-
itoring and decision-making processes, LLMs help maintain
the robustness and safety of AIS during real-time operations
[50]. The monitoring function at time t, denoted as Mt, maps
the observed state st to a set of actions At: Mt : S→ A. LLMs
dynamically updateMt based on new observations and histor-
ical data, minimizing the risk Rt associated with the current
state and action: A∗

t = argminAt∈ARt(st,At).

3.3. Multimodal and interactive testing pipelines

Recent advances reveal a shift from task-specific evaluation
toward integrated, multimodal verification pipelines where
ChatGPT-like LLMs act as reasoning hubs that unify per-
ception, planning, and control. Rather than passively gener-
ating outputs, these models increasingly participate in self-
assessment and error attribution, redefining verification as a
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Figure 4. Finite state abstraction using neural networks and SMC. The process shows the identification of safe and unsafe states in the
system and the iteration until a fixed point is reached for safe state verification.

continuous dialog between symbolic reasoning and empir-
ical feedback. Cognitive analyses [51] suggest that, unlike
human adaptive intelligence, current LLMs lack stable neural-
semantic feedback loops, resulting in brittle interpretabil-
ity and inconsistent verification across modalities. Empirical
studies [52] further indicate that progress toward verifiable
autonomy arises not from larger models but from tighter coup-
ling among perception, reasoning, and adaptation-mirroring
the evolution of human cognition. Within cyber-physical and
IoT contexts, LLMagents now function as semantic coordinat-
ors that validate system behavior through contextual reasoning
rather than static rule compliance [53]. Overall, AIS verifica-
tion is moving from deterministic checks toward semantics-
aware assurance-where the focus shifts from what systems do
to how and why they reason, demanding hybrid oversight that
blends human judgment with formalized verification logic.

4. Benchmarking and evaluation

This section highlights the critical role of benchmarking in
AIS testing and underscores the need for standardized proto-
cols, advanced evaluation methods, and comprehensive data-
sets to ensure the highest levels of safety and reliability.

4.1. Standardization in AIS testing

Standardization plays a critical role in ensuring the safety,
reliability, and regulatory compliance of AIS. Traditional
standards-such as ISO 26 262 for automotive functional
safety [54], DO-178 C for airborne software certification,
and the IEEE 29 119 software testing series [55]-establish

rigorous, lifecycle-oriented verification frameworks emphas-
izing traceability, test coverage, and failure classification.
However, the emergence of data-driven autonomy introduces
verification challenges that conventional standards only par-
tially address. As recent studies highlight [56, 57], applying
ISO 26 262 and DO-178 C to neural or reinforcement learn-
ing (RL) components requires redefining verification evid-
ence, uncertainty quantification, and explainability metrics. In
this regard, several initiatives-such as the IEEE P7009 stand-
ard on fail-safe AI design and the ISO/IEC TR 5469 guidance
on AI functional safety-are emerging to extend formal testing
methodologies toward machine learning-enabled autonomy.
Benchmarking and open testbeds further complement stand-
ardization by providing reproducible, measurable baselines for
evaluating AIS behavior [58]. Yet, current efforts remain frag-
mented across sectors, lacking unified performance indicat-
ors for reasoning consistency, semantic interpretability, and
adaptive safety.

4.2. Advanced evaluation methodologies

Evaluating AIS requires advanced methodologies that address
system complexity and dynamic behavior. Traditional test-
ing approaches often fail to capture the full range of oper-
ational scenarios, especially in unpredictable or high-risk
environments.

4.2.1. Fuzz testing. Fuzz testing exposes failures in AIS
by injecting irregular inputs into decision-making and sensor
pipelines. While effective at low-level testing, traditional
fuzzers struggle with semantically rich inputs, such as mission

7
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Table 3. Comparison of traditional and LLM-based AIS testing methods.

Method Strengths Limitations

Traditional fuzzing High coverage on syntax-level bugs Poor semantic validity
LLM-assisted fuzzing Context-aware seed generation Needs prompt tuning, high variance

Figure 5. Symbolic execution framework in AIS showing interaction with vehicle models, sensor models, simulation environments (e.g.
SUMO, Carla), and the PolyVerif algorithm for vulnerability identification.

scripts or multimodal sensor data. LLM-based fuzzers aim
to bridge this gap through context-aware generation. LLM-
based approaches enhance fuzzing by generating structured,
semantically valid inputs that align with AIS behavior con-
texts [59]. Recent pipelines combine LLMs with graybox
fuzzers to co-generate seeds, vulnerability proofs, and even
patches [60]. These methods show the most gains when inputs
follow strict grammar or domain-specific constraints, such as
ROS messages or unmanned aerial vehicle (UAV) task plan-
ners. Compared to traditional fuzzers, LLMs offer better early-
stage coverage when used in a feedback loop, especially under
semantic constraints [61]. However, prompt-only seeds remain
brittle and costly [62], reinforcing the value of hybrid setups
with coverage feedback and validity checks. Existing bench-
marks often overlook AIS-specific concerns such as safety
trigger rates and state inconsistencies, highlighting the urgent
need for standardized Software-in-the-loop (SITL)/hardware-
in-the-loop (HITL) testbeds to fairly evaluate LLM-driven
fuzzing in real-world scenarios. As summarized in table 3,
prior work qualitatively indicates that LLM-assisted fuzzing
is associated with improved semantic coverage compared to
traditional methods, although prompt tuning and reasoning
instability remain open challenges.

4.2.2. Symbolic execution. Symbolic execution systemat-
ically explores program paths using symbolic inputs, enabling
formal detection of edge-case bugs and safety violations as

shown in figure 5. Traditional symbolic engines often suf-
fer from path explosion and solver bottlenecks. LLMs offer
a complementary path by approximating symbolic reasoning
in natural language or code representations, enabling faster
generalization across codebases. For instance, LangProp [63]
employs LLMs to optimize code performance and correctness
through learned transformation patterns, while Liang et al [64]
introduce dynamic self-correction in symbolic execution using
prompt-based diagnostics. However, these methods trade off
formal guarantees for scalability and speed, raising concerns
about soundness. In autonomous systems, hybrid pipelines
like PolyVerif [65] integrate symbolic logic with simulation
platforms (e.g. Carla) to uncover policy-level failures. The
automation provided by LLMs in symbolic execution is valu-
able, yet their lack of formal reasoning capabilities makes
them more suitable as complements to, rather than replace-
ments for, traditional techniques.

4.2.3. RL. RL facilitates closed-loop testing of AIS by sim-
ulating dynamic, interactive environments. Traditional RL-
based test generation depends on handcrafted reward func-
tions and large-scale simulation, which can be inflexible or
costly in safety-critical scenarios. In parallel, recent stud-
ies have explored the use of generative AI models, such as
ChatGPT and Gemini, for automated test case generation in
software testing, highlighting their potential to improve cov-
erage and reduce manual testing effort, which complements

8
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Table 4. Datasets involving LLMs in AIS testing and verification.

Dataset name Application scenario Coverage Ref Dataset link

CARLA simulator Autonomous vehicle
testing and
verification

Simulated urban
environments

[4] https://carla.org/

KITTI dataset Computer vision for
AVs

Real-world images,
LIDAR, GPS

[4] www.cvlibs.net/datasets/kitti/

Udacity self-driving AD training and
testing

Sensor data and
driving scenarios

[4] https://github.com/udacity/self-driving-car

MNIST dataset DNN safety
verification

Safe region detection
in input space

[7] http://yann.lecun.com/exdb/mnist/

ACAS Xu dataset UAS safety
verification

Verifying DNN
models

[7] https://arxiv.org/abs/1710.00486

highD dataset Realistic traffic
simulation

Vehicle trajectory
recordings

[70] www.highd-dataset.com/

SF110 dataset Unit test case
generation

2% line, 1% branch
coverage

[71] www.evosuite.org/experimental-data/sf110/

Fuzzing DL libraries DL system fuzzing TensorFlow API 66%
coverage

[71] https://doi.org/10.1145/3540250.3549085

BIG-bench LLM evaluation Diverse tasks [72] https://github.com/google/BIG-bench
LogicInference Logical inference Sequence-level

accuracy
[72] https://doi.org/10.48550/arXiv.2203.15099

SelfAware LLM self-awareness 3369 QA samples [72] https://arxiv.org/abs/2207.08143
DIALFACT Fact-checking

dialogue
22 245 annotated
claims

[72] https://doi.org/10.48550/arXiv.2211.09110

ToolAlpaca Tool learning for
LLMs

426 tool uses [73] https://doi.org/10.48550/arXiv.2306.05301

Traj-LLM AV trajectory
prediction

Complex multi-agent
scenes

[74] https://github.com/chib2024/traj-llm

HumanEval Code generation
assessment

Code correctness
checks

[75] https://github.com/openai/human-eval

RL-based testing pipelines from a testing automation perspect-
ive [66]. Recent efforts integrate LLMs into the RL testing
loop to enhance sample efficiency, reward design, and policy
interpretability. For instance, the adaptive reward optimiza-
tion framework [67] employs LLMs to adjust reward func-
tions based on real-time feedback, enabling better adaptation
to non-stationary behaviors. Similarly, LLMs have been used
to synthesize behavior trees, promoting transparent decision
structures for explainability and fault analysis [68]. However,
LLMs generate behaviors without direct awareness of under-
lying physical dynamics, which can lead to discrepancies with
real-world safety constraints. Although techniques such as
retrieval-enhanced prompting enrich the model with domain-
specific context, how to balance increased behavioral flex-
ibility with dependable safety assurances remains an open
question [69].

4.3. Benchmark datasets for comprehensive testing

To effectively evaluate AIS performance, the benchmark data-
set must capture the complexity of the real world. High qual-
ity datasets can perform robustness analysis, reveal system
vulnerabilities, and ensure comparability by covering vari-
ous operating conditions, including rare and security crit-
ical edge situations. Table 4 summarizes representative data-
sets that support LLM-assisted AIS testing and verification,

covering areas such as autonomous driving, safety verification,
fuzz testing, logical reasoning, and code generation. However,
many datasets were not originally designed for AIS assess-
ment, which limits their effectiveness in capturing specific
domain failure modes. For example, datasets such as CARLA,
KITTI, and highD provide rich simulation or perception data
but lack annotations for failure modes, safety triggers, or inter-
vention thresholds, which are crucial for safety-critical test-
ing. In contrast, benchmark datasets such as BIG bench and
HumanEval provide valuable insights into general inference
and coding capabilities, but have shortcomings in evaluat-
ing performance in physically grounded or time sensitive AIS
scenarios.

4.4. Synergy in benchmarking and evaluation

The integration of standardized protocols, advanced evalu-
ation methodologies, and diverse benchmark datasets forms
a robust foundation for the verification of AIS. Within
this unified framework, ChatGPT-like LLMs play a cru-
cial role by enabling real-time anomaly detection, adapt-
ive trend analysis, and dynamic response generation under
complex operational conditions. Recent benchmarking frame-
works increasingly combine quantitative and semantic met-
rics to assess reliability, interpretability, and safety compli-
ance. Compared with traditional simulation- or rule-based
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verification, LLM-augmented evaluation demonstrates super-
ior generalization in unstructured environments and faster
adaptation to edge cases. Empirical studies [76–78] indic-
ate that integrating LLM reasoning with physics-based or
digital-twin verification yields measurable improvements in
behavioral consistency and fault recovery accuracy. As a res-
ult, LLM-enhanced benchmarking achieves improved edge-
case coverage, higher predictive accuracy, and greater opera-
tional reliability across real-world environments. Furthermore,
emerging AIS testbeds now incorporate human-in-the-loop
evaluation and retrieval-augmented verification pipelines,
allowing standardized yet flexible benchmarking of both
model reasoning and decision integrity.

5. Domain-specific applications of LLMs for AIS
verification

This section reviews how ChatGPT-like LLMs are applied
across key autonomous domains to enhance the testing and
verification of intelligent systems, including autonomous driv-
ing in section 5.1, UAVs in section 5.2, robotics in section 5.3,
maritime autonomy in section 5.4, and the industrial internet
of things in section 5.5.

5.1. Autonomous driving

Autonomous driving is a safety-critical domain that demands
reliable decision-making under complex and uncertain con-
ditions. At the decision layer, DriveGPT4 [79] encodes
multimodal sensor inputs into descriptive prompts for dir-
ect control generation, while DriveGPT4-V2 [80] advances
this approach by introducing a verifiable closed-loop frame-
work that integrates perception, reasoning, and control
via multi-view tokenization and expert-supervised decision
heads. Complementary to these end-to-end strategies,
DriveLLM [81] and DiLu [82] incorporate language-driven
reasoning modules that verbalize hazard awareness and
maneuver feasibility, offering interpretable checkpoints for
semantic verification. However, a critical verification chal-
lenge persists: linguistic fluency does not equate to logical
correctness, and ungrounded rationales may obscure unsafe
behavior. Addressing this concern, SSuperLLM [83] reposi-
tions LLMs as runtime auditors-monitoring system behaviors
against formal safety constraints-thus decoupling decision
execution from compliance assurance and supporting certifi-
able autonomy.

Recent studies have further extended verification toward
cognitive and human-centric dimensions. Fu et al [84] incor-
porated reflection and memory mechanisms into an LLM-
based agent to assess self-correction and long-tail general-
ization, operationalizing cognitive traits such as introspec-
tion as measurable testing indicators. Talk2Drive [85] val-
idated an LLM-driven interface through real-world trials,
where GPT-4 translated both explicit (‘drive faster’) and impli-
cit (“I am in a hurry’) verbal commands into executable
control programs while learning user preferences. Although
such personalization reduced human takeover rates by 65.2%,

it also raised new verification concerns about bias and
safety drift. Similarly, MiningLLM [86] extended the test-
ing paradigm to structured industrial settings by defining
prompt-based semantic standards-‘Who am I,’ ‘Where am I,’
and ‘What can I do’to align perception, decision, and con-
trol semantics under verifiable constraints. Overall, LLMs
are increasingly reshaping AIS verification-no longer merely
supporting autonomy but actively driving new verification
paradigms. Architecturally, LLM-assisted testing in autonom-
ous driving can be divided into end-to-end andmodular frame-
works, trading off coverage against interpretability and flex-
ibility, while current benchmarks remain limited in assess-
ing reasoning stability and long-horizon consistency. Table 5
compares key LLM-based frameworks in autonomous driv-
ing, highlighting their verification strategies and integration
characteristics.

5.2. Unmanned aerial vehicles (UAVs)

UAVs constitute a fast-evolving domain of AIS testing and
verification. At the mission and control layer, Ping et al [87]
demonstrated that multimodal LLMs can translate speech,
imagery, and task goals into coordinated swarm actions, while
Sezgin [88] used RAG to quantitatively evaluate mission reli-
ability via BLEU and cosine similarity metrics. To enhance
adaptability, Tagliabue et al [89] proposed REAL, embed-
ding GPT-4 reasoning into UAV control loops for resilience
and fault recovery, enabling real-time gain tuning and emer-
gency response. Duvvuru et al [90] extended this paradigm
with an automated simulation testing system, where mul-
tiple GPT-4 agents generate, execute, and analyze PX4 test
scenarios-achieving 50% higher coverage and 68% faster test
setup than manual baselines. Similarly, Sautenkov et al [91]
developed UAV-CodeAgents, a multi-agent ReAct-based reas-
oning framework integrating language and vision modules for
mission generation, which reached a 93% success rate (SR) on
fire-detection tasks.

At the perception and sensing level, LLMs are being incor-
porated to improve cross-modal reliability and interpretabil-
ity. Cai et al [92] proposed LLM-Land, combining a BLIP
vision encoder with a lightweight LLaMA model to enhance
safe landing decisions under dynamic obstacles, achieving a
96% SR with minimal latency (1.4 s). Wu et al [93] intro-
duced LPANet, where ChatGPT-guided textual embeddings
progressively align semantic and spatial features across RGB-
IR modalities, yielding a 4.6% mAP improvement. Similarly,
Cai et al [94] proposed FlightGPT, which combines RL with
vision-language reasoning to support more interpretable UAV
navigation. Lin et al [95] introduced AirVista, a 3D spa-
tial reasoning model that reports 96% qualitative accuracy in
urban air mobility scenarios. Incorporating linguistic reason-
ing in these systems helps align semantic intent with percep-
tion outputs and supports multimodal perception verification.
However, evaluations are still largely conducted in synthetic
or simulation-based environments, which constrain the assess-
ment of their reliability in real-world deployments. We report
three key evaluation metrics: SR for task completion safety,
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Table 5. LLM-based AIS in autonomous driving and the verification characteristics.

Model LLM Role LLM Model Input Format Output/Action Verification Focus Dataset Advantages Ref Code

DriveLLM Decision
reasoning
engine

GPT-3.5 /
GPT-4 (via
API)

Structured scene
graph (e.g. traffic
state, goals,
obstacles)

Semantic driving
directives (e.g.
‘slow down’, ‘turn
left’)

Plan consistency,
high-level
reasoning
transparency

Synthetic
structured
graph-action pairs
(internal)

Modular
integration;
interpretable
reasoning steps

[81] https://github.com/
yaodongC/DriveLLM

DriveGPT4 End-to-end
driving policy
planner

GPT-4 Multimodal sensor
data translated into
natural language
prompts

Continuous control
signals (e.g.
steering, throttle,
brake)

Prompt behavior
traceability;
output
generalization
across scenarios

BDD-X with
LLM-augmented
annotations

Unified
architecture;
natural language
explainability

[79] https://tonyxuqaq.
github.io/projects/
DriveGPT4

DriveGPT4-V2 Closed-loop
end-to-end
autonomous
driving with
online imitation
learning

TinyLLaVA /
Qwen-0.5B

Multi-view camera
images and vehicle
states

Target speed, angle,
waypoints, and
route points

Robustness and
closed-loop safety
verification

CARLA Longest6
benchmark (36
routes)

Achieves SOTA
performance (DS
70, RC 91, IS
0.77)

[80] https://drivegpt4-v2.
github.io

DiLu Chain-of-
thought decision
explainer

GPT-4-1106-
preview

Traffic scenario
images, route goals

Step-wise decision
rationale +
maneuver class

Multi-stage logic
verification;
interpretability of
reasoning

nuScenes,
LLaVA-generated
reasoning
sequences

Enhances
human-like
planning logic;
supports
step-by-step
verification

[82] https://github.com/
PJLab-ADG/DiLu

SSuperLLM Runtime safety
supervisor

GPT-3.5 /
GPT-4 (via
OpenAI)

System logs, sensor
states, behavioral
specifications

Constraint
satisfaction alerts
(e.g. safe/unsafe)

Action
traceability,
standards
compliance,
deviation
detection

Simple simulation
with bicycle
model and LQR
controller

No control
interference;
enhances
certification
readiness

[83] https://colab.research.
google.com/drive/
1tRLu1l-bK-zClOGA
CPyK3Oyzf7mtSxKb

DriveLikeAHuman Human-like
reasoning and
reflection
framework

GPT-3.5
+ LLaMA-
Adapter
v2

Multimodal driving
scenes via
perception tools

Textual reasoning
trace + control
actions

Common-sense
reasoning;
consistency and
memory-based
verification

HighwayEnv,
real-scene
long-tail cases

Human-level
interpretability;
adaptive long-tail
handling

[84] https://github.com/
PJLab-ADG/
DriveLikeAHuman

Talk2Drive Personalized
autonomous
driving with
memory-
enhanced LLM
reasoning

GPT-4 (via
ChatGPT API)

Verbal commands,
contextual data,
system messages

Executable
Language Model
Programs (LMPs)
for vehicle control

Human-AI trust
verification;
personalization
and safety
verification

Real-vehicle field
tests (highway,
intersection,
parking)

Reduces takeover
rate by up to
65.2%;
interpretable
reasoning

[85] https://github.com/
PurdueDigitalTwin/
Talk2Drive

MiningLLM LLM-assisted
smart mining
and autonomous
driving
framework

GPT-
4/LLaMA/BEV
architectures

Multimodal mining
data (text-image-
sensor) with
prompt-based
supervision

Scene
understanding,
annotation, and risk
evaluation outputs

Semantic
consistency;
safety and
collaboration
verification

BDD-X,
NuPrompt, 2K
mining-prompt
dataset

Specialized for
Mining 5.0;
improves
zero-shot scene
comprehension

[86] —
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false alarm rate (FAR) for robustness against erroneous detec-
tions, and frames per second (FPS) for real-time inference
efficiency.

In parallel, recent studies have explored benchmarking and
digital-twin-based verification to address issues of reproducib-
ility and standardization. Yao et al [96] developed AeroVerse,
a unified evaluation suite that defines five embodied UAV
tasks and introduces GPT-4-based metrics for spatial reas-
oning and task planning, exposing persistent deficiencies in
embodied generalization. Li et al [97] established UAVNLT,
a benchmark for natural-language-guided tracking, offering a
reproducible platform for spatial-semantic consistency testing.
Wen et al [98] presented BiDGCNLLM, which fuses graph
neural networks with LLM-based reasoning over digital-twin-
augmented Remote ID data for airspace safety forecasting,
achieving 94.3% accuracy with 28% fewer false alarms.
Complementing these system-level tests, Khatiri et al [99]
developed SALIENT to identify safety-critical defects in
UAV software repositories, while Liu et al [100] released
EAI-SIM, an open-source embodied simulation environment
that enables reproducible LLM-in-the-loop verification across
UAV and robotic platforms. In summary, UAV research is
moving toward verification-centered design, where hybrid
and digital-twin-based frameworks mitigate semantic ambigu-
ity and physical grounding issues, while exposing trade-offs
between end-to-end and modular LLM approaches and limit-
ations of current benchmarks in assessing long-horizon reliab-
ility (table 6).

5.3. Robotics and industrial systems

Industrial robotics provides a rigorous testing ground for eval-
uating how ChatGPT-like LLMs can enhance the verifica-
tion of autonomous behaviors under real-world constraints,
as summarized in table 7. In inspection workflows, Tasneem
and Pieters [101] integrated GPT-4 with robotic perception
and human feedback to produce traceable inspection jus-
tifications and trigger reinspection when ambiguities arise.
However, interpretability alone cannot guarantee reliability, as
language reasoning must still obey formal safety constraints.
Yang et al [102] addressed this issue through a ‘Safety Chip’
that filters LLM-generated commands using temporal-logic
rules, blocking unsafe plans before execution. This separa-
tion between high-level reasoning and constraint enforcement
illustrates how natural-language flexibility can coexist with
provable rule compliance.

Beyond local inspection, LLMs are being tested within
real-time industrial control and large-scale collaboration.
Waseem et al [103] showed that GPT-4 can serve as a
controller for robot-operated production lines, achieving
reinforcement-learning-level throughput while maintaining
interpretability and human auditability. Lykov et al [104]
extended this concept to multi-robot ecosystems, where gen-
erative AI coordinates swarms of manipulators, UAVs, and
3D printers in a closed production loop-demonstrating self-
validating workflows and scalable coordination under the
‘Industry 6.0’ paradigm. Rema et al [105] further explored
task scheduling through LLM-based chatbots, which achieved

competitive optimization but revealed instability in reason-
ing consistency and output reproducibility. Zhang et al [106]
expanded LLM control to manipulators through a dual-
loop design separating semantic planning from execution,
enabling latency-aware verification across hardware layers.
Rekik et al [107] demonstrated an LLM-based orchestrator
that fuses speech, gesture, and intention cues for adaptive
assembly collaboration, although response delay and predic-
tion drift remain key verification challenges. At a higher cog-
nitive level, Zhang et al [108] linked LLM reasoning with
digital-twin verification to ensure virtual-physical consist-
ency, while Oyekan et al [109] integrated ontologies and
knowledge graphs to enhance explainability and ethical align-
ment in Industry 5.0 automation.

5.4. Maritime and underwater autonomy

Maritime and underwater environments represent some of
the most verification-critical domains for AIS, where inher-
ent uncertainties, sensor drift, and communication delays
pose significant challenges to conventional control and
RL approaches. Recent studies demonstrate that ChatGPT-
like LLMs can function as semantic regulators, embed-
ding advanced reasoning capabilities and interpretabil-
ity into navigation, planning, and decision-making loops.
Frameworks such as LLM4SAC [110], OceanChat [111],
and OceanPlan [112] illustrate how language-guided policies
effectively translate natural-language objectives into verifiable
control trajectories and task plans, achieving enhanced con-
vergence and operational transparency. Hybrid architectures-
including LLM-guided USV planners [113] and LLM-RL
AUV controllers [114]-further extend this paradigm by integ-
rating symbolic reasoning with feedback-driven adaptation,
although verification efficacy remains constrained by latency
issues, data scarcity, and the absence of standardized safety
ontologies.

At a higher abstraction level, verification scope is expand-
ing from isolated control verification toward coordinated,
explainable mission reasoning. Multi-agent frameworks such
as Command-Agent [115], shared-autonomy [116], and RAG-
KG underwater systems [117] integrate LLMs with know-
ledge graphs, behavior trees, and digital twins to evaluate col-
lective consistency and ensure traceable decision logic. These
architectures effectively bridge symbolic verification with
human-aligned coordination; however, they predominantly
rely on simulation environments and lack robust empirical
Verification under real-world marine operational constraints.
Complementary initiatives-such as AquaChat++ [118] and
Word2Wave [119]-introduce intuitive human-language inter-
faces that enhance transparency in mission generation and
monitoring, yet they also reveal emergent risks associated
with linguistic ambiguity, underscoring the necessity for
clearer delineation between semantic interpretation and con-
trol assurance.

Verification efforts are progressively extending beyond
control and coordination to encompass perceptual and cognit-
ive reliability. VLMs like Popeye [120] significantly improve
interpretability in ship detection through multimodal semantic
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Table 6. Representative LLM-based UAV frameworks and their verification characteristics.

Model
Purpose/verification
focus LLM Model Input format Output/action Key advantages Ref Code

LLM-RAG UAV Scenario-driven
mission reliability
evaluation using
RAG-enhanced
LLM

LLaMA 3.2 1B
+ RAG

Mission logs,
environmental
data

Mission-specific
commands

96.2% accuracy;
120ms latency

[88] https://doi.org/10.
3390/
drones9030213

REAL Resilient control
and adaptive
recovery
verification

GPT-4 Logs, error codes,
objectives

Adaptive
mission-level
decisions

Self-tuning; safe
fallback actions

[89] —

LLM-agent test Automated
simulation testing
and
fault-resilience
verification

GPT-4 Test scripts,
telemetry data

Flight metrics and
reports

+52.3%
coverage; +68%
faster setup

[90] https://github.
com/UAVLab-
SLU/AutoSim
TestFramework

UAV-CodeAgents Multi-agent
mission planning
via ReAct
reasoning and
vision-language
coordination

Qwen2.5-
72B/VL-32B

Satellite images,
text commands

Coordinated
routes and goals

93% success;
dynamic
adaptability

[91] —

LLM-Land Context-aware
landing
verification with
LLM-MPC
coupling

LLaMA 3.2 1B
+ BLIP

RGB, depth,
telemetry

Adaptive landing
control

96% success; 1.4 s
latency

[92] https://youtu.be/
9yGEpqmCtdA

LPANet Multimodal UAV
object detection
with LLM-guided
feature alignment

ChatGPT
+ MPNet

RGB-IR images
+ captions

Aligned object
boxes

+4.6% mAP; 36
FPS

[93] —

FlightGPT Interpretable
navigation
reasoning and
generalization
verification

Qwen2.5-VL-7B Semantic maps,
instructions

CoT-based
navigation
reasoning

+9.2% SR;
open-source

[94] https://github.
com/
Pendulumclock/
FlightGPT

AirVista 3D spatial
reasoning and
human-in-the-
loop safety
verification

LLaVA-1.6
(LoRA)

RGB, depth, point
clouds

Spatial task
decomposition

96% qualitative
accuracy

[95] —

AeroVerse Benchmark suite
for UAV-agent
training and
embodied AI
evaluation

GPT-4
+ multimodal
VLMs

Multimodal scene
data

Multi-task
reasoning outputs

5 UAV tasks;
unified metrics

[96] —

UAVNLT Natural
language-guided
UAV tracking
benchmark for
spatial-semantic
grounding

CLIP-based VLM UAV videos, text
prompts

Bounding boxes,
relevance scores

Public dataset;
baseline model

[97] https://github.
com/Lich-
King000/
UAVNLT

BiDGCNLLM Graph-language
hybrid model for
UAM airspace
safety forecasting

GPT-4
+ BiDGCN

Remote ID logs,
trajectories

Conflict
prediction,
explanations

94.3% acc; 28%
FAR↓

[98] —

SALIENT ML-based UAV
software safety
concern
identification tool

FastText GitHub issues,
PRs

Risk-level
classifications

F1= 0.81; fault
triage

[99] https://github.
com/spanichella/
SALIENT-TOOL

EAI-SIM Open-source
simulation for
UAV and robotic
verification

ChatGPT/PCM Natural-language
commands

Executable UAV
control code

Multi-UAV; ROS2
+ MAVLink APIs

[100] https://github.
com/PengICS/
eai_sim
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Table 7. LLM-enabled AIS verification in industrial robotics.

Model LLM role LLM model Input Output Verification focus Scenario/dataset Ref Code

Human-robot
LLM inspector

Collaborative
inspection agent

GPT-4 (OpenAI
API)

Vision data,
inspection
scripts, human
feedback

Inspection
decisions; NL
reports

Failure detection;
decision traceability

Industrial visual
inspection

[101] https://github.
com/Curious
Lad1000/
RoboSpection

Safety chip Command
constraint filter

GPT-3.5 /
GPT-4

NL task
prompts, robot
states

Safe action
plans via
automata

Logic-rule
compliance;
violation prevention

Simulated
household/tab-
letop

[102] https://yzylmc.
github.io/safety-
chip/

LLM controller Real-time
production
control

GPT-4
(pretrained)

Structured
prompts, line
states

Scheduling and
control actions

Throughput
optimization;
interpretability

Serial
production line

[103] —

Closed-loop
manipulator

Dual-loop
real-time
control

GPT-like
multimodal
model

Visual prompts,
sensor feedback

Semantic
+ feedback
control actions

Latency-aware
verification;
cross-device testing

Franka Emika
robot tasks

[106] —

LLM
orchestrated
HRC

Multimodal
assembly
collaboration

GPT-4 + LSTM
intent predictor

Speech, gesture,
GUI inputs

Context-driven
task
orchestration

Accuracy, latency,
coordination
verification

UR10e
assembly tasks

[107] —

Embodied
industrial
robotics

Framework for
embodied
intelligence

GPT-style
LLMs

Multimodal
inputs + DT
states

Cognitive
reasoning
outputs

Cognitive physical
consistency; HRC
safety

Conceptual
study (Industry
6.0)

[108] https://github.
com/jackyzengl/
EIIR

Knowledge-
augmented
LLMs

Decision
guidance for
HRC

GPT2
+ Ontology
+ KG

Textual
manufacturing
tasks

Knowledge-
grounded
reasoning plans

Interpretability
scalability trade-off

Textile/electronics
benchmarks

[109] —

Industry 6.0
swarm system

Generative
AI-driven
multi-robot
control

GPT-4o /
Claude 3.5

NL design
prompts, CAD
data

Blueprints, STL
files, control
scripts

Workflow
verification; task
coordination

UR arms,
UAVs, 3D
printers

[104] —

Chatbot
Scheduler

Task scheduling
for mobile
robots

ChatGPT,
Claude, Gemini
2.0

Job-shop text
inputs

Task allocation
schedules

Consistency and
repeatability tests

110 synthetic
scheduling
cases

[105] —
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grounding, while Pei et al [121] demonstrate that only state-
of-the-art models such as GPT-4o exhibit sufficient mari-
time domain knowledge and stable reasoning capabilities.
As systematically summarized in table 8, although ChatGPT-
like models increasingly facilitate semantics-aware assurance
in maritime autonomy, persistent challenges-including non-
deterministic behavior, inadequate physical grounding, and
the scarcity of reproducible benchmarks-collectively indicate
that interpretability alone remains insufficient for achieving
certified safety standards.

5.5. Industrial Internet of Things and cyber-physical systems

Industrial Internet and cyber-physical systems (CPS) demand
rigorous reliability and explainability, as large-scale inter-
connectivity and real-time coupling amplify cascading risks.
Traditional rule- or graph-based verification pipelines struggle
to capture semantic dependencies or adaptive reasoning in
evolving topologies. ChatGPT-like LLMs redefine this pro-
cess by embedding contextual understanding into verific-
ation loops, turning compliance checks into interpretable,
reasoning-centered evaluation. Hu et al [123] proposed AS-
LLM, which fuses reasoning models (DeepSeek-R1 and
Qwen2.5-7B) with topology-aware rules to infer and valid-
ate industrial network relations, improving accuracy and inter-
pretability under limited supervision. Ren et al [124] intro-
duced IBRL-LLM, coupling LLM reasoning with RL for
Industrial Internet of Things (IIoT) control and defining a
‘reasoning fidelity’ metric that aligns linguistic goals with
verifiable actions. Together, these approaches move industrial
verification beyond deterministic auditing toward semantic-
ally consistent, self-validating reasoning frameworks, as sum-
marized in table 9.

6. Challenges and future directions

This section highlights AIS-specific challenges beyond gen-
eral machine learning, outlining the gaps in current LLM-
based methods and future directions to improve explainability,
verifiability, and trustworthiness, as shown in figure 6.

6.1. Challenges and limitations

6.1.1. Lack of AIS-oriented benchmarks. Existing bench-
marking frameworks provide limited insight into how LLMs
perform in safety-critical and real-time AIS environments.
Most current evaluations focus on linguistic accuracy or
reasoning diversity, yet overlook essential dimensions such
as simulation-to-reality fidelity, behavioral traceability, and
semantic-physical consistency in tasks like motion control,
fault diagnosis, or collaborative autonomy. Merten et al [77]
similarly observed that current evaluations of LLMs for AIS
data analysis concentrate on language-to-database translation
and zero-shot reasoning, without addressing verifiable beha-
vioral interpretation or maritime operational verification.

6.1.2. Reasoning reliability and context stability. LLMs
have strong reasoning abilities but remain prone to context
drift and temporal inconsistencies when performing long-
horizon verification tasks. Reasoning instability is often asso-
ciated with hallucination, and recent studies mitigate this
issue by grounding LLM outputs with external knowledge,
stabilizing inference through consistency-based strategies, or
introducing lightweight external validation mechanisms. In
AIS, decision-making loops continuously interact with phys-
ical system dynamics, and unstable reasoning can gradu-
ally accumulate into unsafe behaviors. Wang et al [125] and
Tian et al [78] showed that hybrid LLM-VLM architectures
improve trajectory reasoning but still face problems of uncer-
tainty propagation and inference delay.

6.1.3. Transparency and semantic traceability. The black-
box nature of LLMs impedes semantic traceability in AIS
verification. Without interpretable reasoning, it is difficult to
determine whether a model’s decision path aligns with formal
safety constraints or physical causality. Sobrín et al [126] and
Buchmann et al [127] emphasize the need to embed determ-
inistic reasoning layers and structured memory to enable post-
hoc verification.

6.1.4. Data fidelity and domain grounding. The reliabil-
ity of LLM-based AIS verification critically depends on the
fidelity and grounding of multimodal data. General-purpose
LLMs often lack alignment with real-world sensory, opera-
tional, or mission data, resulting in hallucinated or physically
infeasible test scenarios. Zaki et al [128] and Lyons et al [129]
observed that biased or incomplete datasets can propagate
systemic errors throughout the verification process. Recent
approaches emphasize domain-calibrated datasets, retrieval-
augmented verification [130], and synthetic-to-real consist-
ency protocols that constrain data generation within verifiable
operational contexts.

6.1.5. Hybrid verification bottlenecks. Hybrid verification
frameworks combining simulation, formal proof, and LLM
reasoning face persistent scalability and coherence challenges.
Tao et al [131] and Popescu [132] note that existing methods
often validate reasoning outputs in isolation, lacking closed-
loop consistency across perception-decision-action cycles. For
instance, in autonomous driving, LLM-generated test scen-
arios maymismatch real-time vehicle dynamics in Carla simu-
lations, creating verification gaps between semantic reasoning
and physical execution. Similarly, industrial robotics frame-
works combining GPT-4 planning with formal safety checkers
encounter latency mismatches that disrupt real-time control.
Emerging approaches address these issues by coupling sym-
bolic safety models with probabilistic reasoning validators and
HITL feedback, as demonstrated by Zheng et al [133] in cyber-
physical systems, where LLM-generated scenarios are valid-
ated through model checking and simulation to align natural-
language reasoning with physically grounded behaviors.
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Table 8. Representative LLM-based frameworks for verification in maritime and underwater autonomy.

Model LLM role LLM model Input Output/action
Verification
focus Dataset/platform Ref Code

LLM4SAC Semantic
planner for RL
docking

GPT-3.5/4 Visual states,
goals

Docking
trajectory,
controls

Sim2Real
reliability;
semantic control

VRX sim
+ lake trials

[110] https://github.
com/
RyanXu0428/
LLM4SAC

Command-
agent

Multi-agent
command
reasoning

DeepSeek-R1
+ Qwen2.5-7B

Tactical logs,
context

Plans, coord.
actions, reports

Mission-level
reasoning;
reliability

Digital-twin
warfare sim

[115] —

OceanChat Closed-loop
task-motion
planner

GPT-4 NL commands,
states

Task seq.,
motion plans,
replans

Closed-loop
reliability;
grounding

HoloEco +
EcoMapper
AUV

[111] https://sites.
google.com/
view/oceanchat

LLM-guided
mission planner

Symbolic USV
planning w/
feedback

GPT-4 Goals, maps,
controller fb

Symbolic plans,
re-plans

Closed-loop
+ trace
verification

MBZIRC
Maritime
(ROS2)

[113] https://github.
com/
Muhayyuddin/
llm-guided-
mission-
planning

Shared
autonomy
(Hull)

LLM+BT+DRL
shared
autonomy

LLaMA + DRL
+ BT

NL goals, fleet
status

Goal parsing,
BT exec.,
formation

Interpretability;
HITL
verification

Zeno AUV
(lake) + ROS

[116] —

RAG-KG
underwater

Multi-AUV
semantic
verification

GPT-3.5 +
RAG + KG

Mission scripts,
taxonomy

Verified BTs,
coordination

Semantic
grounding; BT
completeness

Stonefish
(multi-AUV)

[117] https://
michele1996.
github.io/
rag_full_shared_
autonomy.
github.io/

(Continued.)
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Table 8. (Continued.)

AquaChat++ Multi-ROV
energy/fault-
aware
plans

GPT-4 NL tasks,
battery, thrusters

Symbolic plans,
adaptive control

Closed-loop;
energy/fault
tolerance

ROS-Gazebo
+ BlueROV2

[118] —

OceanPlan Hierarchical
plan & replan

GPT-4/4 V NL cmds, RGB,
marine XML

Symbolic tasks,
control policies

Uncertainty-
robust
closed-loop

HoloEco
+ EcoMapper

[112] https://sites.
google.com/
view/oceanplan

LLM-PPAE
AUV

3D path
planning under
currents

LLaMA State vectors,
ROMS flow

Action probs,
RL control

Robustness;
convergence;
S2R

ROMS SCS
simulator

[114] —

Vision-LLM
Pilot

Zero-shot VLM
navigation

GPT-4o Camera, env.
data, goals

Nav commands,
JSON plans

Reliability
(zero-shot);
latency

ROS2-Gazebo
(WAM-V)

[122] https://github.
com/IOES-Lab/
AI-Control-
Room-VLLM

LLMs_Nav Knowledge
eval. for MASSs

GPT-4o/3.5,
ERNIE, Qwen

OOW MCQs,
prompts

Accuracy,
latency,
adherence

Knowledge-
level
verification

1500+ STCW
MCQs (14
LLMs)

[121] https://github.
com/
PeiDashuai/
LLMs_Nav

Popeye VLM for
multisource ship
detect.

CLIP-VLM
+ ViT

Optical/SAR/IR
+ text

Boxes, scores,
text reports

Cross-modal
consistency;
perception

SSDD, HRSID,
SAR-Ship

[120] —

Word2Wave NL mission
programming
for AUVs

T5-Small
(+GPT data
gen)

Speech/text
mission cmds

Waypoints,
mission maps

NL-mission
consistency;
usability

NemoSens trials
+ corpus

[119] —
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Table 9. Representative LLM-based frameworks for verification in IIoT and cyber-physical systems.

Model LLM role LLM model Input format Output/action
Verification
focus Dataset/platform Ref Code

AS-LLM Relationship
inference and
reasoning
verification for
industrial
networks

DeepSeek-R1 +
Qwen2.5-7B
(QLoRA
fine-tuning)

BGP paths, AS
metadata, and
topology rules

Predicted AS
relations with
rationales

Reasoning
interpretability;
rule-grounded
verification
(Valley-Free)

RouteViews,
RIPE, AS-Rank
datasets

[123] —

IBRL-LLM Semantic
reasoning and
verification-
guided
reinforcement
learning for
IIoT

GPT-4
(semantic
planner) +
PPO/DDPG

Sensor data,
task
descriptions,
and energy
parameters

Optimized task
scheduling and
control actions

Reasoning-
action
consistency;
energy and
stability
verification

IIoT testbed
(industrial
communication
simulator)

[124] —

Figure 6. Challenges and future research directions for ChatGPT-like LLMs in testing and verification of autonomous intelligent systems.

6.1.6. Ethical, legal, and societal accountability. As LLMs
assume quasi-decision-making roles in AIS testing, respons-
ibility for erroneous or unsafe verification outputs becomes
increasingly ambiguous. Hallucinated test cases or biased
reasoning may lead to unsafe certifications. Kong et al [134]
and Wu et al [135] warn that misalignment between model
reasoning and human values can cause ethical and legal risks.
Viewing LLM inference as probabilistic decision making
can support traceable liability frameworks, while embedding
legal reasoning into verification can ensure accountability and
human oversight in AIS certification processes [136]. Ethical
and legal risks in LLM-assisted testing vary across application
domains. In safety-critical AIS, such as autonomous driving
and industrial robotics, accountability mainly involves safety
assurance and fault attribution, where opaque LLM reason-
ing can complicate post-incident analysis [137]. By contrast,

human-facing AIS applications, including service and assist-
ive robots, raise additional concerns regarding trust, privacy,
and behavioral influence, highlighting the need for domain-
aware testing and verification rather than a one-size-fits-all
accountability framework [138].

6.2. Future research directions

6.2.1. Integrating reasoning verifiability into AIS pipelines.
Reasoning verifiability should become a central objective
in AIS testing. Each LLM-generated decision ought to
be accompanied by semantic tags, quantified uncertainty,
and causal explanations to support traceable evaluation.
Developing reasoning fidelity metrics that measure the align-
ment between LLM inferences and real system behaviors
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can promote standardized auditing mechanisms for intelli-
gent verification. Future studies should also advance inter-
pretable attentionmechanisms, model distillation, and natural-
language rationales to transform opaque reasoning into audit-
able and certifiable evidence [139].

6.2.2. Towards physics- and simulation-grounded
verification. In AIS testing, ChatGPT-like LLMs must
be grounded in simulation and digital-twin environments
to ensure that generated scenarios and reasoning align with
physical constraints and executable behavior. Coupling LLM-
based test generation with physics-aware simulators and con-
straint checkers can transform abstract reasoning into meas-
urable verification outcomes [140]. Persistent issues include
unrealistic scenario generation and mismatches between the
simulator-reality, which can be mitigated through schema-
constrained prompting, temporal-logic guards, and calibration
with real-world data [141].

6.2.3. Scalable hybrid verification architectures. Future
AIS verification frameworks should combine formal verifica-
tion, RL, and LLM-based reasoning into unified hybrid archi-
tectures. The goal is to establish bidirectional consistency-
LLMs generating test hypotheses, symbolic engines prov-
ing constraints, and simulators validating outcomes-to form
a closed-loop verification cycle that enhances interpretab-
ility and robustness. Zheng et al [133] applied this idea
to cyber-physical systems, where LLMs generate domain-
specific test scenarios validated through model checking and
simulation. Jha et al [142] further showed that integrating
LLMs into unified design-testing pipelines enhances inter-
pretability and reducesmanual intervention. Lu et al [143] pro-
posed OmniTester, a multimodal LLM-driven scenario test-
ing framework for autonomous vehicles, in which language-
vision models generate semantically rich driving scenarios
evaluated within simulation environments, improving scen-
ario diversity and stress testing. Similarly, Zhou et al [144]
developed a hierarchical test platform for VLM-integrated
autonomous driving that combines vision-language reason-
ing with simulation-based validation across system layers,
supporting scalable and practical verification workflows in
safety-critical AIS.

6.2.4. Trust, governance, and human oversight. Finally, as
LLMs gain autonomy in AIS verification, governance mech-
anisms must ensure transparent and human-aligned account-
ability. LLM-based verifiers should remain under human-
in-the-loop supervision, enabling auditors to trace reason-
ing paths, override unsafe decisions, and retrain models
when inconsistencies occur. Esposito et al [145] stressed that
mission-critical governance demands collaboration among
researchers, practitioners, and policymakers to balance innov-
ation with regulatory compliance. Establishing unified gov-
ernance frameworks that embed these principles will be essen-
tial for deploying ChatGPT-like systems in safety-critical veri-
fication environments.

7. Conclusion

This review provides a comprehensive synthesis of how
ChatGPT-like LLMs enhance the testing and verification
of AIS. Through comparative analysis across test scenario
generation, vulnerability detection, formal verification, and
real-time monitoring, it outlines the theoretical foundations,
practical progress, and key integration pathways of LLM-
driven testing frameworks. The discussion identifies four
major dimensions-semantic generation, symbolic guidance,
hybrid decision loops, and benchmark-oriented evaluation-
that together define the current trajectory of intelligent
and adaptive verification. While the incorporation of LLMs
enables broader automation, improved test coverage, and
enhanced interpretability compared to conventional methods,
limitations persist in the completeness of benchmarks, the
transparency of model behaviors, the scalability of compu-
tation, and the assurance of ethical reliability. Future pro-
gress depends on refining explainable reasoning mechan-
isms, improving data quality, establishing unified hybrid veri-
fication frameworks, and reinforcing ethical and legal gov-
ernance. By consolidating recent advances and open chal-
lenges, this review offers a coherent foundation and forward-
looking perspective for developing trustworthy and verifiable
AIS. Moreover, as industrial sectors increasingly adopt LLM-
assisted verification workflows, shared benchmark suites
and standardized evaluation protocols will play a central
role in ensuring reliability across heterogeneous deployment
environments.
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